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Security and Compliance Solutions

Importance of Securing Information

Information is an enterprise’s most valuable business asset. Users
generate thousands of emails and documents every day. Government
and industry compliance requirements place a burden on organizations
to monitor and regulate the content and recipients of this information.
Implementing policy can help organizations meet these requirements,
but without active enforcement of policy, organizations may experience
an inadvertent or deliberate breach of sensitive data. This can lead to
damages to reputation and brand image, compromised intelligence
strategies, lost revenue, litigation and audits, as well as expensive
eDiscovery.
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User Education is the First Step

TITUS provides commercial off the shelf software applications that
educate end users on information handling policy, prevent data
breaches before users inadvertently make a critical mistake, and
enable secure information sharing to comply with regulations.

Classify, Manage and Protect Email and Documents

As the classification market and thought leader, TITUS is focused

on building classification and data protection solutions that make
it easier for companies to secure valuable corporate information,
as well as better manage and control corporate correspondence
in emails and documents. TITUS software products complement
enterprise data leakage prevention (DLP) solutions by allowing the
end user to provide context and sensitivity to unstructured data.
Because TITUS solutions apply metadata to all email and documents,
server based DLP solutions can read this metadata, and limit the
access and movement of any sensitive data.

With over 1.5 million users worldwide, TITUS software is deployed
by military, government, and large enterprises to classify, protect,
and share sensitive information. TITUS classification solutions provide
enterprises with the ability to effectively manage email and documents
for compliance. TITUS products ensure that your organization’s sensitive
data is handled appropriately by employees, customers, and partners.

Highlights

TITUS Security and Compliance solutions
help organizations with:

¢ Data Loss Prevention
Automated Protection of Sensitive Data
Information Risk Management
Data Classification
Information Retrieval

Policy Enforcement at the Desktop

Key Product Benefits

Prevent Data Loss Prevent users from
sending sensitive emails and documents
to inappropriate recipients or large
distribution lists with pop-up warnings.

Increase Accountability Force users to
stop and think about the business value
of their emails and documents before
they can be sent, saved or printed.

Simplify Encryption Prompt users to
select a predefined classification label
based on business value (ex. Internal Use
Only) which automatically triggers
encryption, like Microsoft AD RMS.

Raise Awareness Instantly alert recipients
to the sensitivity of information with visual
markings in emails and documents.

Ensure Compliance Support internal
and government protective marking
regulations for email and documents.
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TITUS Family of Security and Compliance Solutions

Classification

TITUS messaging and document solutions help enterprises
enforce their classification policies and prevent inadvertent
disclosure of sensitive information.

* TITUS Message Classification™: Classifies, labels,
and protectively marks email in Microsoft Outlook®,
Outlook Web Access, and mobile devices.

e TITUS Classification™ for Microsoft Office®:
Classifies, labels, and protectively marks documents
in Microsoft Office® Word, Excel®, and PowerPoint.

* TITUS Classification for Desktop™: Enables the
classification of any file type.

e TITUS File Server Classification: Classify and label
documents on Windows Server 2008 File Classification
Infrastructure to protect information assets.

Aware for DLP

By involving the users as part of the DLP process, TITUS
Aware enhances Enterprise DLP solutions by reducing false
positives that cause costly business disruptions.

* TITUS Aware: Prevents email data loss by bringing
user driven security to the desktop, where users are
educated on security policy and given the ability to
remediate potential data breaches before they
happen in Microsoft Outlook.

SharePoint Security

TITUS solutions for Microsoft SharePoint provide enhanced
security, document labeling, automatic PDF conversion,
and Office 2007 format conversion for organizations using
SharePoint document libraries and lists.

e TITUS Metadata Security for SharePoint: Protects
information in SharePoint based on metadata
properties. Access to documents and list items can be
based on the item's metadata properties.

e TITUS Document Marking for SharePoint: Applies
labels and watermarks to existing and new Microsoft
Office and PDF documents in order to raise the awareness
of sensitive information and achieve compliance.

* TITUS PDF Control for SharePoint: Automatically
generates PDF versions of Office documents to
facilitate sharing of information and to produce a
document format appropriate for archiving.

e TITUS Document Converter for SharePoint: Converts
Word, Excel, and PowerPoint documents in SharePoint
to Office 2007 format, thus enabling standardization on
a single file format and minimizing compatibility issues.
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Security & Compliance Solutions

Fully Customizable and Easy to Integrate

TITUS’ software solutions are fully customizable to specific
customer requirements and can be easily integrated with
third party content security products that customers
already have in place.

TITUS solutions also complement enterprise data leakage
prevention (DLP) strategies by embedding user selected
classification information into email and document
metadata. This metadata is easily detected by commercial
DLP products, enabling richer information security
management controls that go well beyond pattern
recognition by allowing the author to specify the
content’s sensitivity and handling requirements.

Setting the Industry Standard

TITUS sets the industry standard for email
and document classification. We have
garnered an extensive roster of blue-chip
international clients in the banking, financial, police,

and military sectors, in addition to a host of federal
government clients around the world. United States

Air Force, US Department of Veterans Affairs, NATO,
Canadian Department of National Defence, Australian
Tax Office, Dow Corning, United States Air Force, NATO,
G4S, Paternoster, Pratt and Whitney, Australian Department
of Defence, and the U.S. Department of Veterans Affairs
are among those that have selected TITUS’ products to
help manage their security and compliance needs.
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To Learn More

To learn more about TITUS, and to access informative white papers, case
studies and news items, visit www.titus.com. To arrange a hands-on
demonstration of how TITUS classification solutions can benefit your
organization, contact your TITUS representative today.
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