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SOLUTION BRIEF

What’s changed in v2018.2 and what to consider
when transitioning to the new version of EPMS

Email Protective Marking Standards:
How they have changed

With the rapid growth of email use for interagency
communications within the Australian government, a
strong case was made for a standardised and machinereadable marking scheme for security purposes. Initially
introduced in 2005, the Email Protective Marking Standard
(EPMS) was created as part of the Protective Security
Policy Framework (PSPF) to meet this need.

The Australian EPMS has been updated several times since
its origin in 2005, including changes in October 2018 that
saw updates to the marking standards. These changes to the
classification system came into effect on 1st January 2019,
and usage of the previous system will cease on 1st October
2020.
The most recent changes to the EPMS include:

At their core, EPMS and PSPF require each entity to
identify information asset holdings, assess the sensitivity
and security classification of these assets, and implement
operational controls for them proportional to their value,
importance, and sensitivity. This framework then enables
individuals to identify whether any information requires
special handling measures.
As all Australian federal government agencies are affected
by changes to the framework and standards, so too are
organisations contracting with government entities.

Updates to the range of security classifications:
• UNCLASSIFIED has been renamed OFFICIAL
• CONFIDENTIAL classification has been removed
Change from consolidated Dissemination Limiting
Markers (DLMs) to a single security marking
•
OFFICIAL: Sensitive
Addition of Information Management Markers
Changes to caveat types:
• Added CABINET special handling caveat
• Removed EO caveat
• Included Foreign Government markings in caveat
hierarchy
Transition considerations
While transitioning to EPMS v2018.2, your organisation
should keep several considerations in mind:
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1.

Acceptance of both old and new standards: Does your
organisation require users to be able to mark in both new
and old versions of the standards at the same time?

2.

Updating schema for new fields and adjusted policies:
Is your organisation prepared to update schema for new
fields and adjusted policies, such as recipient validation,
for example?
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3.

Addition of optional elements: With this transition, do
you require the addition of optional elements?

4.

Sensitivity level changes: Does your organisation now
need to mark material at a higher sensitivity level?

5.

Although all of these questions are important, the
biggest question to ask internally is “Are our users
ready for change?” Without buy-in from users, your
organisation’s ability to comply with changes to EPMS
become increasingly difficult.

How to get in touch
Let Titus be your trusted partner in ensuring compliance
with EPMS v2018.2 and help make the journey to
compliance that much easier. Reach out today to learn
more about packages and pricing, and how Titus can be of
assistance to your organisation.

How Titus can help
Titus has created user-friendly classification tools that
clearly and accurately classify emails, documents and
other files with user-selected, system-suggested or
automatically applied settings, based on your data
security policies.
Titus has released tailored solutions for Australian
government agencies and contractors, which can assist
agencies looking to comply with the new standard
and ease the transition from previous versions of the
standard. Not only does the Titus solution meet the
v2018.2 standard, but it is also interoperable with previous
versions of the standard, allowing organisations to
transition either gradually or immediately.

About HelpSystems
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HelpSystems is a people-first software company focused on helping
exceptional organizations Build a Better IT™. Our holistic suite of
security and automation solutions create a simpler, smarter, and
more powerful IT. With customers in over 100 countries and across
all industries, organizations everywhere trust HelpSystems to provide
peace of mind. Learn more at www.helpsystems.com.
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